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Two deterministic secure quantum communication schemes are proposed, one based on pure 
entangled states and the other on d-dimensional single-photon states. In these two schemes, only 
single-photon measurements are required for the two authorized users, which makes the schemes 
more convenient than others in practical applications. Although each qubit can be read out after a 
transmission of additional classical bit, it is unnecessary for the users to transmit qubits double the 
distance between the sender and the receiver, which will increase their bit rate and their security. 
The parties use decoy photons to check eavesdropping efficiently. The obvious advantage in the first 
scheme is that the pure entangled source is feasible with present techniques. 
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; I. INTRODUCTION 

In the last decade, scientists have made dramatic 
progress in the field of quantum communication P, 
The quantum key distribution (QKD), whose task is to 
create a private key between two remote authorized users, 
is one of the most remarkable apphcations of quantum 
mechanics. By far, there has been much attention fo- 
cused on the QKD H H H |1E 0, i, H IH [ill since Ben- 
nett and Brassard (BB84) '3| proposed an original pro- 
tocol in 1984. In recent years, a novel concept, quantum 
secure direct communication ( Q SDC) w as p ut forward 
' and studied by some groups [H El Q El 111 113 • ^ 
allows two remote parties to communicate directly with- 
in out creating a private key in advance and then using it 
to encrypt the secret message [H El El El El 111 ■ 
Thus, the sender should confirm whether the channel is 
secure before he encodes his message on the quantum 
states because the message cannot be discarded, unlike 
' that in QKD protocols m El Ei- In^2002, following 
some ideas in quantum dense coding 18], Bostrom and 
Felbinger [l^] proposed a ping-pong QSDC scheme by 
using Einstein-Podolsky-Rosen (EPR) pairs as quantum 
information carriers, but it has been proven to be inse- 
cure in a noise channel |l3|- Recently, Deng et al. E3| 
proposed a two-step QSDC scheme with an EPR pair 
block and another scheme with a sequence of single pho- 
tons fl^l . Wang et al. E3 introduced a high-dimensional 
QSDC protocol by following some ideas in quantum su- 
perdense coding Now, QSDC has also been studied 
in the case of a network 0, |2l |2|| . 

Another class of quantum communication protocols 



mmmilllllllllllllllll used to transmit secret 
messages is called deterministic secure quantum commu- 
nication (DSQC). Certainly, the receiver can read out the 
secret message only after he exchanges at least one bit 
of classical information for each qubit with the sender in 
a DSQC protocol, which is different from QSDC. DSQC 
is similar to QKD, but it can be used to obtain deter- 
ministic information, not a random binary string, which 
is different from the QKD protocols "5, fan in which 
the users cannot predict whether an instance is useful or 
not. For transmitting a secret message, those protocols 
111 IM El 113, m S m m m can be replaced with 
an efficient QKD protocol, such as those in Refs. 6-11, 
because the users can retain or flip the bit value in the 
key according to the secret message after they obtain the 
private key 0|. Schimizu and Imoto l^l and Beige et 
al. 113 presented some novel DSQC protocols with en- 
tanglement or a single photon. More recently, Gao and 
Yan milil and Man et al. ^ proposed several DSQC 
schemes based on quan tum teleportation |33| and entan- 
glement swapping |3J|. The users should complete the 
eavesdropping check before they take a swapping or tele- 
portation. Although the secret message can be read out 
only after transmitting an additional classical bit for each 
qubit, do not have the users to transmit the qubits that 
carry the secret message. Therefore, these schemes may 
be more secure than others in a noise channel, and they 
are more convenient for quantum error correction. On 
the other hand, a Bell-basis measurement is required in- 
evitably for the parties in both entanglement swapping 
[s^ l and quantum teleportation 'ssj, which will increase 
the difficulty of implementing these schemes in labora- 
tory. 
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In Ref. 35, Yan and Gao introduced an interesting 
DSQC protocol following some ideas in Ref. 11 with EPR 
pairs. After sharing a sequence of EPR pairs securely, the 
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two parties of a quantum communication only need per- 
form single-photon measurements on their photons and 
can communicate directly by exchanging a bit of classi- 
cal information for each qubit. Obviously, their DSQC 
protocol is more convenient than oth er q uantum commu- 
nication protocols ClIillillililEaElEilSOl from 

the aspect of measurement even though it requires the 
two parties to exchange classical bit and each EPR pair 
can only carry one bit of the message. 

In this paper, we will first propose a new DSQC scheme 
with pure entangled states, nonmaximally entangled two- 
photon states. The quantum signal source is in a more 
general formal of entanglement, which makes this scheme 
more suitable for applications than the Yan-Gao proto- 
col j^. Then, we will discuss it with a sequence of d- 
dimensional single photons. We use some decoy photons 
to ensure the security of the whole quantum communi- 
cation. In both schemes, single-photon measurements 
are enough. Moreover, we redefine the total efficiency 
of quantum communication. Compared with the old one 
presented in Ref. 36, our definition is more reasonable. 

II. DSQC WITH PURE ENTANGLED STATES 

A. DSQC with Two-dimensional Quantum Systems 

In the DSQC schemes with entanglement swapping and 
teleportation |23, H^, the parties usually use EPR 
pairs as the quantum information carriers. An EPR pair 
is in one of the four Bell states, the four maximally two- 
qubit entangled states, as follows: 

|^±)^b = ^(|0)^|1)s±|1)a|0)b), (1) 

\cj^^)AB = ^mA\0)B±\l)A\l)B), (2) 

where |0) and |1) are the eigenvectors of the measuring 
basis (MB) Z. The subscripts A and B indicate the two 
correlated photons in each EPR pair. For the Bell state 
14'^) i\4'^))j if the two photons are measured with the 
same MB Z, the outcomes will always be anti-correlated 
(correlated). The correlation of the entangled quantum 
system plays an important role in quantum communi- 
cation 0, 0, S as it provides a tool for checking 
eavesdropping. For example, the two photons A and B 
are anti-correlated in the Bennett-Brassard-Mermin 1992 
QKD protocol even though the users measure them 
with the MB Z or X as 

\^-)ab = ■^{\0)a\1)b-\1)a\0)b) 

= -^{\+^)a\-x)b-\-x)a\+x)b).{3) 

Here, | ± x) = -^(|0) ± |1)) are the two eigenvectors 
of the basis X. This nature forbids an eavesdropper to 



eavesdrop on the quantum communication freely with an 
intercepting-resending strategy. 

In experiment, however, the two photons are usually 
not in the maximally entangled state \'4'~)ab- That is, a 
practical quantum signal source usually produces a pure 
entangled state, such as \'i')AB — a|0)A|l)s + &|1)a|0)b 
(here |ap -I- |5p = 1). In this time, the two photons are 
always anti-correlated with the basis Z , but not with the 
basis X, as 

- a\0)A\l)B + b\l)A\0)B 

= l[{a + b){\+x)A\+x)B-\-x)A\-x)B) 

- {a- b){\ +x)a\~'x)b -\- x)a\ + x)b)]-{4.) 

That is, the security of the quantum communication with 
pure entangled states is lower than that with Bell states 
if the users use the two bases Z and X to measure them 
for the eavesdropping check directly. On the other hand, 
the quantum source is more convenient than maximally 
entangled states. 

In the present DSQC scheme, we will use pure en- 
tangled states as the quantum information carriers for 
DSQC. This scheme has the advantage of a practical en- 
tangled source and of high security with decoy photons, 
compared with those in Refs. 26-28 and 35. For the in- 
tegrality of our point-to-point DSQC scheme, we give all 
the steps as follows: 

(1) The sender Alice prepares N two-photon ordered 
pairs in which each is randomly in one of the two 
pure entangled states \^')ab}- Here, = 
a|l)^|0)B -|-6|0)a|1)b) which can be prepared by flipping 
the bit value of the two photons in the state \^)ab, i-e, 
(cr^ (g) erf )|*)ab = \^')ab, similar to Ref. 10. Alice 
picks out photon A from each pair to form an ordered 
sequence Sa, say [Ai, yl2, ...Aat], and the other partner 
photons compose the sequence Sb =[Bi, B2, ...Bn], sim- 
ilar to Refs. 6, 13, 37, 38. 

For checking eavesdropping efficiently, Alice replaces 
some photons in the sequence Sb with her decoy photons 
Sde, which are randomly in one of the states {|0), |1), | + 
x),\ — x)}. They can be prepared with an ideal single- 
photon source. Also, Alice can get a decoy photon by 
measuring photon ^ in a photon pair |^')ab in the se- 
quence Sa with the MB Z and then operating on photon 
B with the local unitary operation or a Hadamard 
(H) operation: 

H\0) = \+x), H\l) = \-x). (5) 

We will discuss the reason that Alice inserts the decoy 
photons in the sequence Sb in detail below. 

(2) Alice encodes her secret message Ma on the pho- 
tons in the sequence Sb with the two unitary operations 
/ and U = (7x, which represent bits and 1 , respectively. 
Obviously, she can choose all the decoy photons, Sde, as 
samples for checking eavesdropping. 

(3) Alice sends sequence Sb to Bob and always keeps 
the sequence Sa at home. 
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(4) After Bob confirms the receipt of sequence Sb, Al- 
ice tells Bob the positions and the states of the decoy 
photons Sde- Bob performs a suitable measurement on 
each photon in Sde with the same basis as Alice chose 
for preparing it, and completes the error rate analysis of 
the samples. If the error is very low, Alice and Bob con- 
tinue their communication to next step; otherwise, they 
abandon the result of the transmission and repeat the 
quantum communication from the beginning. 

(5) Alice and Bob measure their photons remaining in 
the sequences Sa and Sb with the same basis Z, and 
they get the results Ra and Rb, respectively. 

(6) Alice publicly broadcasts her results Ra- 

(7) Bob reads out the secret message Ma with his out- 
comes Rb directly; i.e., AIa = Ra ® i?B ® 1. 

It is interesting to point out that it is unnecessary for 
the receiver Bob and the sender Alice to perform Bell- 
basis measurements on their photons, they only perform 
single-photon measurements, which makes this scheme 
more convenient than others |2^ |^ with entangle- 
ment swapping and quantum teleportation. Moreover, 
the quantum sources are just a practical pure entangled 
states, not maximally entangled states, which makes this 
DSQC scheme easier than those with Bell states (13, .SSj. 
As each photon just transmits the distance between the 
sender and the receiver, its bit rate is higher than those 
with two-way quantum communication as the attenua- 
tion of a signal in a practical channel is exponential; i.e., 
NsiL) = Ns{0)er^^. Here, N^iL) is the photon num- 
ber after being transmitted the distance L, and A is the 
attenuation parameter. 

As the security of a quantum communication scheme 
depends on the error rate analysis of samples chosen ran- 
domly, the present DSQC scheme can be made to be se- 
cure as the decoy photons are prepared randomly in one 
of the four states {|0), |-l-a;), |— a;)} and are distributed 
in the sequence Sb randomly. An eavesdropper, say Eve, 
knows neither the states of the decoy photons nor their 
positions in the sequence Sb , so her action will inevitably 
perturb the decoy photons and be detected by the users. 
As the basis for the measurement on each decoy photon 
is chosen after the sender has told the receiver its basis, 
all of the decoy photons can be used for checking eaves- 
dropping, not just a fraction of them as Ref. 9. 

Without the decoy photons, the security of the present 
DSQC scheme will decrease as the two photons in a pure 
entangled state or have not deterministic rela- 
tion when they are measured with the MB X. That is, 
the parties cannot determine whether the errors of their 
outcomes comes from eavesdropping done by Eve or the 
nondeterministic relation obtained with the MB X if they 
only transmit a sequence of pure entangled states. In 
this way. Eve can obtain a fraction of the secret message 
without being detected. 



B. DSQC with d-dimensional Quantum Systems 

It is straightforward to general our DSQC scheme to 
the case with d-dimensional quantum systems (such as 
the orbit momentum of a photon [s^). A pure sym- 
metric d-dimensional two-photon entangled state can be 
described as 



where 



Defining 



= ^aj\j)A ® 



El 



U,n + m mod d){j\, 



(6) 



(7) 



(8) 



which is used to transfer the state |j) into the state \j + 
to); i.e., 

(t^m«'C/™)|*p)AS = ^aj\j+m mod d)A®\j+m mod d)^, 

3 

(9) 

where to = 1, 2, • • • , d — 1. 

As in Ref. 23, the MB Zd is made up of the d eigen- 
vectors as 

|0), |2), |d-l). (10) 

The d eigenvectors of the MB Xd can be described as 



|0). 
12). 



-^(|0) + |1) +••• +|d-l)), 

i^\0)+e d \l) + ... + e d |d-i; 



^(|o) + .-|i) 



(d-l)47rt 

e a Id - 1) 



1 2{d-l)TTi 2x2(d-l)7ri 

|d-l), = 3— |l) + e 3 |2) 

(rf-l)x2(d-l)7rt 

+e d |d-l)). 



(11) 



The two vectors \k) and \l)x coming from two MBs satisfy 
the relation KfelO^P — 2- '^'^ construct 

the d-dimensional Hadamard (Hd) operation as follows: 



Hd 



Vd 



/I 1 

g27ri/d 



y 1 g2(d-l)ir,:/d 
That is, Hd\j) = |j)x. 



1 \ 

g(d-l)27ri/d 
g(d-l)47ri/d 

p(d-l)2(d-l)7ri/d 



.(12) 
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For quantum communication, Alice prepares N or- 
dered d-dimensional two-photon pure entangled states. 
Each pair is randomly in one of the states {{U^ 
^m)l^p)-4B} ("^ = 0: 17 2, • • • , d — 1), similar to the case 
with two-dimensional two-photon pure entangled states. 
The uniform distribution of the pure entangled states will 
make the users obtain outcomes 0, 1, 2, • • •, d — 1 with 
the same probability. Before the communication, Alice 
divides the photon pairs into two sequences, S'j^ and S'^ . 
That is, the sequence 5'^ is composed of photons A in the 
N ordered photon pairs, and the sequence S'g is made up 
of photons B. 

The sender Alice can also prepare decoy photons, sim- 
ilar to the case with two-dimensional photons. In detail, 
Alice measures some of the photons A in the sequence 
S'^ with the basis Zd and then operates on them with / 
or Hd- She inserts the decoy photons in the sequence S'^ 
and keeps their positions secret. For the other photons 
in the sequence S'^, Alice encodes her secret message on 
the sequence S'g with the unitary operations {U^f^}. After 
Bob receives the sequence S'g , Alice requires Bob to mea- 
sure the decoy photons with the suitable bases {Zd, Xd}, 
the same as those used for preparing them. If the trans- 
mission is secure, Alice and Bob can measure the photons 
remaining in the sequences S'^ and S'^ with the basis Zd, 
respectively. After Alice publishes her outcomes i?^. Bob 
can obtain the secret message Ma directly with his own 
outcomes R'g. 



C. The Capacity and Efficiency 

In each pure entangled state p, such as — 
% Ij)a<8) I the von Neumann entropy for each pho- 
ton is 



Sip) = - '^^i ^052 = - ^ |aip log: 



'2 \ai 



(13) 



i=0 



where A,- 



is the probability that one gets the re- 



sult \i) when one measures photon A or _B in the state 
\^p)ab = J2j(^3\j)A <X) \j)B with the basis Zd- When 
|aip = 2 (for each i — 0,1, ■ ■ ■ ,d ~ 1), the von Neumann 
entropy has its the maximal value S{p)max = log2d. In 
other cases, S{p)max < log2d. For each photon pair, its 
von Neumann entropy is 2S{p). 

In fact, each pure entangled state p in the present 
DSQC scheme can carry ^052^ bits of classical infor- 
mation. It is obvious that photon B is randomly in 
the state \i) with the probability P{i) = ^ when Bob 
measures it with the basis Zd- The reason is P{i) 



d Sr: 



2 as the photon pair is randomly in one 



of the states {iU^®U,^)\'^p)AB} (jn = 0, 1, 2, • • • , d- 1). 
That is, the distribution of the pure entangled states 
{(^m ® Um)\'^p) ab} provides a way for carrying infor- 
mation efficiently. 

As almost all the quantum source (except for the decoy 
photons used for eavesdropping check) can be used to 



carry the secret message, the intrinsic efficiency rjq, for 
qubits in our schemes approaches 100%. Here, 



^9 



qt 



(14) 



where qu is the number of useful qubits in the quantum 
communication and qt is the number of total qubits used 
(not the ones transmitted; this is different from the def- 
inition proposed by Cabello 36]). We define the total 
efficiency of a quantum communication scheme as 



qt 



(15) 



log2d+2S{p) - 3 



where m„ and bt are the numbers of message transmit- 
ted and the classical bits exchanged, respectively. In the 
present DSQC scheme, rriu = log2d, qt — "^Sip) and 
bt — log2d as the users pay log2 d bits of classical in- 
formation and qt = '2.S{p) bits of quantum information 
(a photon pair) for niu = log2d bits of the secret mes- 
sage. Thus, its total efficiency is rjt — — \292± 
theory. 

It is of interest to point out that our definition of the 
total efficiency of a quantum communication scheme, rjt, 
is more reasonable, compared with the old one 36] . Even 
though Alice only transmits a sequence of photons to 
Bob, the source is an entangled one, which is different 
from the single photons discussed below. Obviously, the 
new definition can be used to distinguish a scheme with 
single photons from one with entangled ones if the effi- 
ciency for qubits and the classical information exchanged 
are both the same. Moreover, the total efficiency of dense 
coding according to this definition is no more than 100% 
as the traveling photon in an EPR pair carries two bits of 
information, and the quantum system used for the quan- 
tum channel is a two-qubit one. 



III. EFFICIENT ONE-WAY DSQC WITH 
d-DIMENSIONAL SINGLE PHOTONS 

In our DSQC scheme above, the parties only exploit 
the correlation of the two photons in a pure entangled 
state along the direction z for transmitting the secret 
message. We can also simplify some procedures with sin- 
gle photons following some ideas in Ref. 14. Certainly, an 
ideal single-photon source is not available for a practical 
application at present, different from the pure entangle- 
ment source. With the development of technology, we 
believe that a practical ideal single-photon source can be 
produced without difficulty 113], so in theory, it is inter- 
esting to study the model for DSQC with single photons. 

Similar to the case with pure entangled states, we can 
describe the principle of our DSQC scheme with single 
photons as follows: 

(SI) Alice prepares a sequence of d-dimensional sin- 
gle photons S. She prepares them by choosing the MB 
Zd or the MB Xd randomly, the same as in Ref. 14. 
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She chooses some photons as the decoys and encodes her 
secret message on the other photons with the unitary 
operations {Um, U^}, where 

U^ = ^e^^"'\j + m mod d){j\. (16) 
i 

That is, Ahce encodes her secret message with the oper- 
ations Um if a single photon is in one of the eigenstates 
of the MB Zd. Otherwise, she wiU encode the message 
with the operations U^. 

(52) Ahce sends the sequence S to Bob. 

(53) Bob completes the error rate analysis on the decoy 
photons. In detail, Alice tells Bob the positions and the 
states of the decoy photons. Bob measures them with 
the suitable MBs and analyzes their error rates. 

(54) If the transmission of the sequence S is secure, Al- 
ice tells Bob the original states of the photons retained. 
Bob measures them with the same MBs as those chosen 
by Alice for preparing them. Otherwise, they discard 
their transmission and repeat the quantum communica- 
tion from the beginning. 

(55) Bob reads out the secret message il/^ with his 
own outcomes. 

In essence, this DSQC scheme is a revision of the 
QSDC protocol in Ref. 14, and is modified for transmit- 
ting the secret message in one-way quantum communica- 
tion. Com pare d with the schemes based on entanglement 
[11 El III III 111 111 IS 111 113, this DSQC scheme only 
requires the parties to prepare and measure single pho- 
tons, which makes it more convenient in practical appli- 
cations, especially with the development of techniques for 
storing quantum states Compared with the quan- 

tum one-time pad QSDC scheme the photons in the 
present DSQC scheme need only be transmitted from the 
sender to the receiver, not double the distance between 
the parties, which will increase the bit rate in a practical 
channel as the channel will attenuate the signal exponen- 
tially with the distance L. Certainly, the parties should 
exchange a classical bit for each qubit to read out the 
secret message. As the process for exchanging a classi- 
cal bit is by far easier than that for a qubit, the present 
scheme still has an exciting nature for applications. 

IV. DISCUSSION AND SUMMARY 

Similar to DSQC protocols jH IH IH with entangle- 
ment swapping and teleportation, Alice can also encode 



her secret message on the sequence Sa after she sends 
the sequence Sb to Bob and confirms the security of the 
transmission in our first DSQC scheme. Moreover, she 
can accomplish this task in a simple way. That is, Alice 
first measures her photons remaining in the sequence Sa 
and then publishes the difference between her outcomes 
and her secret message. In the DSQC scheme with single 
photons, Alice need only modify the process for publish- 
ing her information to encode her secret message after 
the transmission is confirmed to be secure. At this time, 
she only tells Bob the combined information about the 
original states of the single photons and the secret mes- 
sage, not just the states. 

In summary, we have proposed two DSQC protocols. 
One is based on a sequence of pure entangled states, not 
maximally entangled ones. The obvious advantage is that 
a pure-entanglement quantum signal source is feasible at 
present. In the other scheme, the parties exploit only a 
sequence of c?-dimensional single photons. In the present 
two DSQC protocols, only single-photon measurements 
are required for the authorized users, which makes them 
more convenient than those |2l |2^ |2^ with quantum 
teleportation and entanglement swapping. Even though 
it is necessary for the users to exchange one bit of classical 
information for each bit of the secret message, the qubits 
do not run through the quantum line twice, which will 
increase their bit rate and security in practical conditions 
as the qubits do not suffer from the noise and the loss 
aroused by the quantum line after they are transmitted 
from one party to the other. Also, they can be easily 
modified for encoding the secret message after confirming 
the security of the quantum channel, the same as in Refs. 
26-28. 
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